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EchoSpoofing L::

ualiit

« “EchoSpoofing” - A Massive Phishing Campaign Exploiting Proofpoint’s
Email Protection to Dispatch Millions of Perfectly Spoofed Emails
(2024.07.24, Nati Tal, Head of Guardio Labs)

- https://labs.guard.io/echospoofing-a-massive-phishing-campaign-
exploiting-proofpoints-email-protection-to-dispatch-3dd6b5417db6

- IR
 SPF, DKIM (S GUIEEEI X =)L XER]gERFE ARTEIXIREH)
o WHRERDIZDIE, A—JLiX{E(C Microsoft 365 & Proofpoint D#EHENHETH
FHUTWB ALY (ex. Disney, IBM, Nike, Best-Buy, Coca-Cola, etc)
o LWHDBX=)LOHBE! gateway U—ERZIRMEL, FERFORIZEE (DKIM %
BEEETRE) 7&}5Dif’zé-\kﬂﬁd)n%f'rﬁb‘%iﬁ“éj“b'lib‘%é
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EchoSpoofing L::

R

« BRTEPISRETR(AEUTWI DI A=) 2B FBELHXE 0]
« SPF L I—RICERESNTWBEREERH Y —/IN51X{E (SPF pass)

« HEISROANEFIBEIZEHRDEET DKIM B (DKIM pass)
« ZEM[ (ex. Gmail) THEEUGEREEENTLE

* FFARA— )L DECIXRAR IS

{R*EY—)U (SMTP server) — o i s e il
Office 365 Online Exchange — B3t Precteeint 7y ¥

Proofpoint (DKIMZ %, SPF Xi5R) . S
— 5=yh 2 - O
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EchoSpoofing

. SRR
« BEDFHI>MHBIE RFC5322.From (FEZEETERL)

- r2LUL—Y =)\ (Exchange?) (& SMTP TZOFF= T
7% (bLWY)

- Proofpoint MiX{E8—/\(& Email Mail Flow #£8ETHETE
%TKI)E*J‘—}\D‘BODW‘R*D‘HHZQ (MS, Google (& 1click T

« Proofpoint (JBEEE(C outbound DIEHEFCHIREOTLVD

B, inbound MZ{E5E MX LI—Radnd5#kE1 TEDLIIC Iaw
IEDTLVSD (BLWY)

+ M365 Z22#L, outbound M connector ]‘%’%ﬁ%ﬁﬂ,
FEFIIIERD Proofpoint ME#Het (MXHhoH ) Z187E

— BDFFUX—IIX(E

; ANSWER SECTION:
disney.com. 2987 IN MX 10 mxb-00278502.gslb.pphosted.com.
disney.com. 2987 IN MX 10 mxa-00278502.gslb.pphosted.com.
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EchoSpoofing L:::

- FEFRIAR —T—

+ 2024.01 HEOHSEEINTON, #EfFm (Y-, RXAL>, O3657HV>HK)
(FZ2D 25 HBih5%xEh
« BUAIT(FFRPRX—)LiX(E(3 T 300/58/H, =X 1,400/5:8/H

00000000000
Max Daily
1

i AJJ%MM' i %WW ik
« 2024.05 cN#z¥ R Uz Guardio tt(d Proofpoint #L (2024.03 &/zDIC
REIEEL COREESR) ([OGEZZL, HEEXICZFRIG

 Microsoft tHUL—H—-NZSOEETOXEX-IVCTINTS, BBEZRT
ANy41E#R (X-OriginatorOrg) ZFIAU, AR ENEBE LI DOA—)L %
Proofpoint i (3T VWLHELE

ﬂl?
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EchoSpoofing L::

« AT
« F—RNIIABIH—-ER(CHIFS outbound OREZEDOULIR(IEEL L

- BEHES T (RFC532{1,2}.To) (L9 2IBZ I DN MTA (inbound)

« OQutbound (CHIFRREZE(LX{EE (RFC532{1,2}.From) T&H3H', X—
JVCEWTIEARRERATERVIEER

- AREFETEZIF/HRICEDVCHIMB LMLIBHNNELRD (SMTP-AUTH®D
S5l ID, X127t IP 7RLX, RE) OH outbound F5[H]

-~ e
[ ] L]
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BreakSPF L:Z

Runliis
« BreakSPF: How Shared Infrastructures Magnify SPF
Vulnerabilities Across the Internet (NDSS* 2024, Frl&: Tsinghua

University, Zhongguancun Lab., Quan Cheng Lab., Coremail
Tech.)
- IE
« SPF #&:E%Z pass ULTRDIEUX—I)Z1x{E59DFE = BreakSPF
- 215 IP pool ZFIF9 %3 cloud service, proxies, CDNs Z ¥l
« ARUIRXAL>52F24 (Tranco) O _E7110075 RXA>D35 23,916 RAA>
HNCDFECTUTHEIE T (EDIRE)

* Network and Distributed System Security Symposium (ISOC)




BreakSPF —

- FIA
1. RALZBOURE (ABX1L>, passive DNS h'5D1E%R)
2. SPF LO—ROUNELMKFEIfR (include, redirect) O34
3. SPF dependency tree Z##trLEHSUNDLI(CTD
4. IP 7RUANS SPF RAA 2272 UNB LT —AN-R=ZIEE

shopee.sg shopee.ph xm.com G S
I — . A £ T()f i | a ' : : domains
o-— o- i i |
e—|! Tranco Top °—|! pomain set SPF Depen- = SPF | i i [ | ( J )
1M Domains g (Ro dency Tree =@ Data i Cloud || Proxy Serverless | CI/CD || CDN |
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, / | | 4 | { Servers | Serwces Functlons \_Tools ;iServices/
P A [ N . | . p [ . : - spf.send**** . org
( b4 \ { M ) ( M \ IP Collection
asswe DNS Network .Eﬂ'! SPF Reversed ueiving [ Add |
. o = uerying ress
‘  Dataset J | Slcannmg J | / | — é IIDatabase J Appliying e 1P Addrsss 12 v v
l """""""""" ) ) | ) ) ) | " Responding Vulnerable Domains [spfl-send****-orgJ [spr send****.or 9] [spf3-send****-org
e v v
E' -| | Subdomain J{i SPF Depen- |_;‘_=‘ SPF ";ww Web Access < Exploitable IP, Vulnerable Domain> l l / \
° List dency Tree == Data API A y
/ ‘8’ 2 \ @ l—u— ED 9. 106.75.0.0/16 47.88.0.0/16 120.46.0.0/16
‘ﬁ) _ ‘n‘ 107.150.0.0/16 47.254.0. 0/16 124.70.0.0/16

Domain Collection SPF Scanning Data Processing Database Building o°3%Le =
Attacker Email SPOOfmg Victim Ucloud Alibaba Cloud Huawei Cloud
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Erea kSPF

TABLE 11. ANALYSIS OF SPF MISCONFIGURATION.

3 ~ =[x Misconfiguration e # Domain %
« SPF RAAL> DA guration Typ ‘
Cire ] “ Too Many DNS Lookups 32,254 63.15%
* Tranco top million domains T ER  Double SPF Records 15,700  30.74%
“ “ . _ Format Errors 2,838 5.56%
« SPF LJ—R®D 8.4% HhSEIS— Spelling Errors 086 1.93%
0 Y 916 J,\ J: = Coexisting all and redirect 612 1.20%
® A\ —_—
TABLE 1. SPF ADOPTION RATE AMONG TRANCO TOP 1 MILLION 1.0
DOMAINS.
Status ToplM Domains # (%) Email Domains' # (%) 200800 0.8
Total domains 1000000 (100.0 %) 738310 (100.0 %) £
g 150000 0.6
w/ SPF 609,236 ( 60.92 %) 586,316 ( 79.41 %) 8 ny .
w/ valid SPF 559,296 ( 55.93 %) 536,976 ( 72.73 %) 2 RE48E) 8
Soft Fail 311,277 (3113 %) 305,326 (41.35 %) g% o4
Hard Fail 205,181 ( 20.52 %) 189,984 ( 25.73 %) -
Neutral 25,997 ( 2.60 %) 25,266 ( 3.42 %) 50000 0.2
Pass 742 ( 0.07 %) 670 ( 0.09 %)
w/ Include 417,144 (4171 %) 410,899 ( 55.65 %) e ST SN YY)
w/ Redirect 13,737 ( 1.37 %) 13,520 ( 1.83 %) The Number of IP Addresses Included in the SPF Record

! Email domains refer to domains configured with email services, including
domains configured with MX records and domains that provide email
services on port 25 at their A records.

Fig. 7. IP Coverage Analysis of SPF Records. The x-axis represents the
number of IP addresses included in the SPF records, calculated with the
logg“mbe’" function. For example, 51.7% of domains have SPF records that
contain more than 65,536 (216) IP addresses.
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XA RXAA > E8EE &L J— FOREIE L::

- DMARC ——
« JP RXAL>%®D DMARC LJ—RT policy 8 EHNRBHE>TVBARXAL>ZDE]
a: 0.06%
- XEIDIE “;” 1EhhoR “,” PER “ Y TRUIB
o “p” (FINTFIN “P=“ (KXF) EBOTWS
- fENES(1): None, Quarantine, Reject
- {ENSES(2): nome, non, XXXX
- {ENMES(3): garantine, quarantin, quaratine, quatantine
- SPF
« JP RXL>%®D SPF L—RT pemerror ERBRXAL>ZDEIS: 1.70%
JPAAWG 7t General Meeting & D 6
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SPFLJ— ROE%ERBHEL) L::

- SPFLO—RH¥E2K (31.2%) ——

« BE®D SPF LI—RNAERESNTUVIES permerror £33
(RFC7208+#4.5)

« include IO RAA>&ICSPFLI—RIMFAELRWL (20.1%)
- BIRMRLI—REHMET none &8 NIE permerror (RFC7208#5.2)
- DNS O lookup [B1#%i#E1E (18.5%)
- DNS ([OBEOETRHIHIHSROVESICHIPEESN TS (RFC7204#4.6.4)
- mechanism DfEHEW (9.2%)

« Z<(% typo HREEA
- XTI (ZE8) NMEVLCETRIBHES

JPAAWG 7t General Meeting & D
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BreakSPF L:Z

- PSR ——

« 23,916 ORX(>RACEEZS X 208N 9D

« ZO55Tranco Top 1,000RAA>H 23RAAIHNEEN TS

 Tranco Top 10,000 RXA> T 1,653 RASIHEENTVD

« HERBSZTVWBARAL>: &R VI

. SPFO)%%’]'{E (t(,\5<J:D'U' EZO)) (:J:D TABLE VL Top I%Xilgls.—sli)bizoxgi)coKl\flAle INFLUENCED BY
—DDIPHETFTDORXA>AICREZRSZX?  Domain  Rank P Source

i ft. 5 20.*.*30 CI/CD Platf
Tﬁg'lib\@gc—tb\bb\jt— gg.ccr(?;? _— 11 114.* * 86 Cloud Szx)errrss
csdn.net 76 114.* * 86 Cloud Servers
¢ 17/3 (L-J:D_C (j: 1 IP _C 1 EJ’/(J:O) I\X/r /% huangiu.com 110 114.*.*.86 Cloud Servers
— B/ %8B godaddy.com 142 72.%.*.69 Tor
L— '?/ = %%Zé:&@b\aﬁgc—tb\#u HH rednet.cn 306 114.* * 86 Cloud Servers
mama.cn 311 114.* * 86 Cloud Servers
zhihu.com 420 114.* * 86 Cloud Servers
ieee.org 523 201.*.*.173 RESIP
ucla.edu 610 131.*.* 85 VPN
18
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TABLE IV. OVERVIEW OF THE BREAK SPF EXPERIMENT.

Servi P Unique  Successful IP diversity Port
ervices N N
Obtained  IPs Hit /8 /16 124 ASN 25 465
Alibaba 1,028 909 887 19 55 721 2 0 e
Amazon 9,680 9,679 8,788 21 449 7,304 2 0 e
Azure 33,580 30,498 6,255 22 376 10,998 1 o0 e
Cloud Servers Digitalocean 987 976 967 34 55 822 1 @ [ )
Google 1,036 216 216 7 88 215 1 0 ()
Linode 1,017 989 977 28 45 426 1 @ @
Tencent 1,009 996 944 25 65 730 2 0 e
Vultr 307 282 277 31 46 232 1 o0 e
VPN 389 339 309 102 282 306 101 o e
; Open Proxy 68,653 3,061 13,704 189 1,811 2713 1985 @ @
Proxy Services  prqIp 30,000 23,876 22468 193 8063 16533 2851 © @
Tor 1,213 1,208 1,068 108 378 592 238 O O
Alibaba 3,269 39 33 4 13 33 2 @ o
Amazon 100 3 1 2 3 3 1 @ [
. Azure 1,879 13 0 1 3 4 1 @ @
Serverless Function Baidu 60 3 3 2 2 3 1 Y °
Google 46 4 4 2 2 4 1 @ @
Huawei 234 6 6 5 5 6 3 e [ )
Tencent 7,398 62 32 8 9 38 2 o [ ]
Circleci 4,446 377 329 13 147 372 1 @ @
CI/CD Platforms  Github 5,000 3,648 1,388 14 148 2,578 1 @ @
Vercel 3,209 3,198 2,196 4 50 2,405 1 @ @
Geore 13,514 200 87 18 35 74 1 @ @
Verizon 11,157 1,097 989 4 4 13 1 @ @
CDN Service Alibaba 14,615 549 546 11 12 23 5 @ ©
Fastly 16,917 5,127 4,838 9 9 113 1 @ @
Tencent 14,385 70 61 23 33 48 0 @ e

@®: This means that the current IP source opens port 25 for outbound communication.

®: For cloud hosting, this means that the provider uses the default blocking policy, but users can open port 25 by
submitting an application form. For proxy services, this means that part of the proxy nodes have opened port 25.

@: This means that the current IP source blocks port 25 for outbound communication.
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« AT
« BreakSPF &£LVS(EE SPF (FBESNTIEWVLWRW (XETERSEDRE)
- LIZWZ, include DFEWAICEFSTEDIFEZRE (lookup EIFE Xz SPF
L1—-RORIEERE, &HE IP PRUADEIRCDOVTE)
« FRARBERETODIIVR—EAMEXTETVWBIRTE, ©5—E IP 7RLAD
EONT (FHEREUTHNRE BFICH—EXIZAE))

.
e
“»/‘;4( o '3

Erea kSPF L
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HADES Attack L:

Wunt::
- HADES Attack: Understanding and Evaluating Manipulation Risks
of Email Blocklists (NDSS* 2025, FrlE: Tsinghua Univ.,
Zhong%uancun Lab., Fudan Univ., Coremail Tech., Zhejiang
Gongshang Univ., Zhejiang Key Lab. of Big Data and Future E-

commerce Tech.)

- BIE
« HADES (3FUSv#EE(CHIEFR DM, WEEH DNSBL D honelypgt
(capture server) (CX—=)LZI1X{EFBDCET block list [CEERSBIINENS
- DNSBL OE#FEzHE, ML 290 DNBL JO/N(4, FEIR(C 14 D
DNSBL (CE$%3 3Lk
-« 5 DM DNSBL JO/XAAHZSUIREEZ R I

* Network and Distributed System Security Symposium (ISOC)
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HADES Attack

R F

T

- DNSBL (& capture server [CREMEKFLTVDDT, ZIIIX—=ILZENL

DNSBL (CEixINBITHH T TUD

- Caputre servers (X=)L7RLR) B, ECRDA-INY—-IDTHT>
hNefEo1eh (REFIREE) o, {AISHhDEFRY—EAZEBRAULTX-ILiX{ELIED

REDFENTASD

. ;E,HH BRICEHHIFRSNDIEDONZ VN, BEORUITIZETHIELI L]

Figure 2. Three types of capture servers.

ESP/Website
: To: foo@capture ==3) | © (==9) Victim hit blocklist
1 (1] == ' (=] (6]
! Internal attacker Victim 1 Mail Server

DNSBL Provider

Subscribe/PWD reset: | < T v T

External attacker foo@capture i -. Victim (abuse) [= -] :
“ © From: foo@victim ; Capture Server DNSBL Zone |
Forgery attacker To: foo@capture ‘--=---"-""""-"ooooomoooooomom-ooeod

2]

Figure 3. Workflow of the HADES attack.
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HADES Attack L:Z

- B E
« Spamtrap [HEFEOA—IY—/NEERRBEE FERTHERITERE ‘DD T
%% %J%Dbtiﬂ% J d5¢%1f(("|‘5‘-ﬂ— HAITHRMET D) h'drd
« Coremail (&< DNSBL [CE#xEND) DiX{E0) HSIE Tzt
- FE5CE(C 55, 138/ TiX(E, DNSBL ([CEERSINTUL\INMESR
« —AKAIRTEAICDOVTHIRR
- FFFFESERA(EUINE (Web, AKTopRA(RE) M TT—
« D MX FEICEEAIMA=)ILRETHRZ ITEBHZR T [
« 3XDfz4&(C DNSBL (CEEREN TL\IQZHERR
¢ HEE{_I'H?

- 3075 RA1>h DNSBL %E0 T3 |
3IEDA—)L TSpamhaus(C LBERIEERE]sEZ o1

L Status: NOERROR i tatus: N
+ T5URIE (HADES) BEBATONTLS s ] ||l
= — — e /,— - N [P — o [P —
- ABECIIHEIEICRZEDTITOEDTE A =} asounce*,ng oS3
Server Server

(e-x.a.m) NDR| Outgoing server is in the spamhaus blocklist |

Email Delivery and DNSBL Usage

Figure 1. The construction process and usage of the DNSBL.
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HADES Attack L:Z

« XK
 $F(CENTIE DNSBL OFWC[EEZE#ANDDECS (ULHMUBHSERXIZIRN
REVWIRTHAHIEEER)
o EFROHEHEXTCPHFLLD
« RAMILEIT—23>OMRFTELTVET, ERHD 7 (ERlRERZ
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You’ve Got Report L::

.« B
* You’ve Got Report: Measurement and Security Implications of
DMARC Reporting (32" USENIX Security Symposium, FilE:
Virginia Tech, Max-Planck-Institut fur Informatik)

- IR
» DMARC L~ hOEREREN R+ I EEREE (CBASNS T AN DS

.- .com, .net, .org, .se M 2nd LARJLORAA > AU TCRE%E

e 72DA=IIRZATAITH—ERE2DDDMRCLR—FTA2TDA-T>Y -V T
D17 ZREE

- DMARCLIK—MIBEELTEF1VFT1 L BB AR+ RERTENDDIEN DI
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You've Got Report L

- DMARC Lih—MNCBET 2+ 171 EDOREEZED
« RFCOEBRIZER D
- Exp.1: Lik—XEFTDE
- Exp.2: EEULR—MEELT7RUA
« Exp.3: YT RX(>=FEDHTLUIR—RTBINEN

- BEENT(EDV)
- Exp.4: LiRk—bMOSEBRALAXEDNERITHES? (External Destination Verification)

« RFC Expolit
- Exp.5: EDVOfzsp®DL - RDredirectiSE (2GS TE)

- Tt
« TLS-RPTICHBREIFRDREN®D(Exp.6)
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You've Got Report

-_I— W AN\ A\} = 7K I_ I
« KFEX-INY-ERTO/NMHDAE
EDV Email Address Aggr. RI
EHP ;t:z(();}t) #of addr. | Check | Overriding | Addr. | Domain | Subdomain | Respect Predictable Slﬁmglsn
(Exp. 4) (Exp. 5) (Exp. 2) | (Exp.1) (Exp. 3) (Exp. 7)

Google 3,962 50 X - X X X X v X
Yahoo 4,626 50 X - X X X X v X
Q0 3,628 50 X - X X X X v X
Gmail 3,962 1 X - - - - X v X
163 4,034 50 v X v X X X v X
Amazon 4,324 50 v X v X X X X X
FastMail 4,839 10 v e v X X X v X
OpenDMARC | 2,238 8-126 X - X X X X v v
Rspamd 2,320 50 v X v X X X v X

Table 3: Table showing the 7 popular email hosting providers (EHPs) and two software that support DMARC reporting. Exp. in parentheses
indicates which column maps to which experiment in §4.2. Each experiment is evaluated based on security criteria: marks are colored red if the
experiment is vulnerable to exploitation by attackers, green if it is not, and black if it is neutral. Note that if email providers do not implement
EDV, we do not test whether they override EDV or not (hence the —). In case of Gmail, it only sends one report to the first recipient listed in the
rua tag; so, aggregation check is not tested (hence the —).
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You've Got Report L

o IEEES
. Report Reflection (RR) Attack
EDVORESRNMTONRVEEEI{ZRDIESEICDMARCLR— MYRESNTUES
- Lik— Nz ZEHERTERIRETHDIHE, DMARCLR—MMEIEENS
- EDVTLR—NEN L EETIEE TEEITEITH R E AJHE THIELDIEIRENS
. ZTI‘SODI (24D
Lik— NZ{EFcDspoolii@n 2 el gEMEN S5 (Inbox flooding)
/‘I'\ NZERIDSMTPIZH RN D a]EEEN %S (SMTP connection flooding)

° DMARC Lik— NEEZUCHIBRZINZ AARE, rua OFIREII TIEA+5
. EDV (5’1~ﬁl3l\>(’( SANDLR— I\l_{c.ﬂ%d)*ﬁuE) 2w BICUIRVE, VILOAIRECfE

"7 %‘Sj RPT DINEB RAA AR EZ BN TORVN (TLSHREIUTSZERRDT),
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