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SMTP (23
TLS

1T % B ST

« SMTP (Simple Mail Transfer Protocol)
« X — LTS (submission): MUA — MSA
o« X —JLEZ% (mail transfer): MSA/MTA — MTA

« BS54t 3F % (TLS: Transport Layer Security)
« SMTP v 3 >®#(Z STARTTLS O~ > K% FH

e TLS v ¥ a3 vrh uis FRTEIL submissions: port 465 TO &% H)
« port 465/tcp I£ URD (URL Rendezvous Directory for SSM) <4 F] H
« smtps (SMTP over TLS) |ZIEHEE /- A FEERIRZHE D S IANA T submissions &

LTHEEYET
MUA

MSA / MTA

g

submissions
port 465 / TCP
(over TLS) S > EHLO example.com
» >
submission < . Port 25/ TCP
port 587 / TC < 250-STARTTLS

< 250 HELP
example.com

MTA

|

SMTP: Simple Mail Transfer Protocol (RFC5321)
MUA: Mail User Agent

MTA: Mail Transfer Agent

MSA: Mail Submission Agent
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STARTTLS

« STARTTLS & f K

« Goo gle éﬁﬂ 'léIE LR —Fk (https:/ /transparencyreport.google.com/safer-email /overview)
« EEA—IL 92%, 21E X —IL 94% (2020.11.25-2021.02.23)

s ENTOHE
« KE X —IL 69.6%, Z{E X —IL 62.5% (2020.10)

« STARTTLS D FRE

« 25 STARTTLS ICHIS L T Wi g TLS Bk (REEEESAL) 7
ITHN7 ULy — opportunistic encryption protocol

« & (man-in-the-middle) " ERIDSEH H “250-STARTTLS”
EELY, —B SMTP 2T 2R EDFEICLY, REAH, LT
N TDO X —=I)LEdiEZ1THhtE % — downgrade or interception attacks
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MTA-STS/TLSRPT
« MTA-STS (SMTP MTA Strict Transport Security, RFC8461)

e PEB (F XA Y)ATLS ITXIL L TWA D 2 SHF]ICHIE
_mta-sts.example.com. IN TXT "v=STSv1; id=201608310857007Z;"

« TLS ﬁ{%f ? 7LcJ: AN 7LC i%é@ﬁﬁﬁ%ﬂ’ﬁ%ﬁ@” version: STSv1
https://mta-sts.example.com/.well-known/mta-sts.txt mo_di: enfor?e .
» TLSRPT (SMTP TLS Reporting, RFC8460) max_age: 604800

« KEAIDZERIIC STARTTLS FDOEiER 2 ST 2 A

e X—J)LdHBWTE https ICK B E (enforce BRTEZETA —ILAEI G WIES
HH1-D)

_smtp._tls.example.jp. IN TXT "v=TLSRPTv1; rua=mailto:reports@example.jp”
_smtp._tls.example.jp. IN TXT “v=TLSRPTv1; rua=https://reports.example.jp/v1/tlsrpt”

« 7x+—~v ~FEIJSON FER (gzip EHMEST 5 Z ENEF L LY
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TLSRPT D15

{"organization-name":"Google Inc.",

mx: *jpaawg.org",

"date-range":{ "max_age: 604800"],

"start-datetime":"2021-02-22T00:00:00Z",
"end-datetime":"2021-02-22T23:59:59Z"},

"contact-info":"smtp-tls-reporting@google.com”,
"report-id":"2021-02-22T00:00:00Z_jpaawg.org",

"policies":[{
"policy":{
"policy-type":"sts",
"policy-string":[
"version: STSv1",
"mode: testing”,
"mx: mx.jpaawg.org",

"policy-domain":"jpaawg.org"},
"summary":{
"total-successful-session-count":0,
"total-failure-session-count":1},
"failure-details":[{
"result-type":"validation-failure”,
"sending-mta-ip":"209.85.219.178",
"receiving-ip":"59.106.222.112",

"receiving-mx-
hostname":"mx.jpaawg.org",

"failed-session-count":1}]}]}
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DANE (DNS-based Authentication of Named Entities)

fBRL £ O T BHERE
« IHTE D CA (Certificate Authorities) ET /L DERE
e FEIEKE (Man-in-the-middle attacks)
« TLS downgrade E

« DANE #I&
« DNS #fB L CErBAZE > FH#EZE % F (RFC6698, RFC7672)
« DNSSEC »*wi78, TLSA RR = #]H
« 70 FIWEICETE (TLS ITHIS L TWa Az HiTd 52 Z & A ATEE)
« TLSA L O— NI _<port>._<protocol>.<hostname> (2% 7E

« 4D /X7 X —4& (certificate usage, selector, matching type, certificate
association data)

_25._tcp.mail.ietf.org. IN TLSA 3 11 0C[...]D6
_443._tcp.www.ietf.org. IN TLSA 3 1 1 0C[...]D6



DANE By

« RFC7672 (Proposed Standard)
« SMTP Security via Opportunistic DNS-Based Authentication of
Named Entities (DANE) Transport Layer Security (TLS)
« RFC7929 (Experimental)

« DNS-Based Authentication of Named Entities (DANE) Bindings for
OpenPGP
« DNS @ RR & L T OPENPGPKEY = #]H

« RFC8162 (Experimental)

« Using Secure DNS to Associate Certificates with Domain Names for
S/MIME

« DNS @ RR & L T SMIMEA 7= ¥/



