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Home [/ OurAgency [ Privacy Policy [ Safeguards Program [ Email Encryption Procedures Using the WinZip Utility

Email Encryption Procedures Using the WinZip Utility

In order to protect potentially sensitive agency information, the IRS Office of Safeguards requests agencies to adhere to the

A Closer Look following protocols when transmitting electronic documentation:
Volunteer + Compress files in.zip or .zipx formats
* Encrypt the compressed file using Advanced Encryption Standard [AES),
Tax Statistics * Use astrong 256-bit encrypti
» Ensureaswong pasfialr | eCompress files in .zip or .zipx formats
Do Business with the IRS * Communicate the ) i )
o vourlfs conactpersitol| oEncrypt the compressed file using Advanced Encryption Standard (AES),
rivacy Policy .

Referto yourspeqfic fil.ecomp_re 'USQ d Strong 256'bit enCryptlon key Stl’lng,

P emeaev® ™ ' «Ensure a strong password or pass phrase is generated to encrypt the file and
Safeguards Program Flease remem t?er, .wh|l.e thg atta ) . .
thatany sensitivenformation b e Communicate the password or pass phrase with the Safeguards Office through a
References/Related ] SEPARATE email or via a telephone call to your IRS contact person. Do NOT provide
« Publication 1075, Tax Inform4

+ Safeguards Program the password or pass phrase in the same email containing the encrypted
attachment.

Privacy Impact Assessment

Freedom of Information Act

Civil Rights

Criminal Investigation

S

https://www.irs.gov/privacy-disclosure/email-encryption-procedures-using-the-winzip-utility
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